JOINT SOLUTION

Fortigate and Darkfeed:
Supercharging security
policies with dark web
threat intelligence
Darkfeed

www.cybersixgill.com

Benefits
• Automatically integrate Darkfeed
into Fortigate (machine-to-machine)
• Supercharge Fortigate
with real-time contextual data

COLLECTION

STRUCTURING

LABELLING

EXTRACTION

ENRICHMENT

dark web markets & forums

• Receive automated early warnings
of new malware threats: malware, domains
and IP addresses

• Improve threat awareness, scale threat
response and policy enforcement

QUERYING

100% Fully Automated

• Fabric ready
For instant time-to-value

Darkfeed

DARKFEED
Darkfeed is the industry’s most comprehensive deep
and dark web threat intelligence feed.
With Darkfeed, Fortigate users can get real-time, alerts
and block items that threaten their organization.
It harnesses CyebrsSixgill’s unmatched intelligence
collection capabilities both in terms of breadth and
quality. Darkfeed’s contextual threat intelligence is
highly accurate, comprehensive, covert and automated.
The feed allows Fortigate users to automatically
consume and integrate it with their security fabric for
better security policies and response.

Cybersixgill helped us track and
gain insight into dark & deep
web intelligence. The coverage
is incredible; compared to other
vendors we used and tried, they have
the best snapshot of dark & deep
web forums, chats, and markets.”
- Fortune 500 threat intel analyst
Gartner

peerinsights

TM

Level-up Fortinet’s Fortigate with real-time intelligence

Automatically integrate
Darkfeed into Fortigate
supercharge your security
policies enforcement

Receive early warnings
of new threats
as they develop on the
dark web, before they are
deployed in the wild

Block malicious IOCs

Extend threat awareness

in organizational networks
right from the Fortigate
dashboard: hashes, IPs, and
domain names

for better security and
response

FUEL YOUR POLICIES
Use the data to track, block and filter IOCs
collected by Darkfeed.

VISIBILITY INTO YOUR THREATSCAPE
Gain total visibility of the threatscape of your
industry. Mitiigate threats in advance, prevent
incidents and minimize attack surface.

SECURITY We treat security of data with the highest

standards. Cybersixgill’s security-first approach leverages
the best and most advanced technologies to make
sure that your data stays safe and private. Our service
undergoes rigorous audits and employs the latest best
practices to ensure the integrity of the data as well as its
authenticity, security and compliance.

cybersixgill
Cybersixgill’s fully automated threat intelligence solutions help organizations fight
cyber crime, detect phishing, data leaks, fraud and vulnerabilities as well as amplify
incident response – in real-time. The Cybersixgill Investigative Portal empowers
security teams with contextual and actionable insights as well as the ability to conduct
real-time investigations. Rich data feeds such as Darkfeed™ and DVE Score™ harness
Cybersixgill’s unmatched intelligence collection capabilities and deliver real-time intel
into organizations’ existing security systems. Most recently, Cybersixgill introduced
agility to threat intel with their CI/CP methodology (Continuous Investigation/
Continuous Protection). Current customers include enterprises, financial services, MSSPs,
governments and law enforcement entities.

Fortinet (NASDAQ: FTNT) secures the largest enterprise, service provider, and government
organizations around the world. Fortinet empowers our customers with complete visibility and
control across the expanding attack surface and the power to take on ever-increasing performance
requirements today and into the future. Only the Fortinet Security Fabric platform can address the
most critical security challenges and protect data across the entire digital infrastructure, whether
in networked, application, multi-cloud or edge environments. Fortinet ranks #1 in the most security
appliances shipped worldwide and more than 500,000 customers trust Fortinet to protect their
businesses. Both a technology company and a learning organization, the Fortinet Network Security
Expert (NSE) Training Institute has one of the largest and broadest cybersecurity training programs
in the industry. Learn more at https://www.fortinet.com, the Fortinet Blog, or FortiGuard Labs.

