SOLUTION BRIEF

MALTEGO AND
CYBERSIXGILL
Catch more threats before they become incidents with exclusive access to
underground sources as well as malicious indicators of compromise (IOCs)

Integration Use Cases

based on the most comprehensive, automated collection from the deep,

▪ Cyber incidents

dark, and surface web.

prevention, detection, and
incident response
▪ Brand protection

Technology Overview

▪ Deep and dark web
investigations
▪ Phishing detection

Cybersixgill
Powered by the broadest, automated collection from the deep, dark, and clear
web, Cybersixgill delivers contextual threat intelligence in real-time that is highly
accurate, comprehensive, and covert. By enriching IOCs—including domains,
URLs, hashes, IP addresses, as well as actors and post IDs—users can gain
important context and essential explanations to connect the dots and take the
right action. Users also receive actionable insights to effectively mitigate threats,
level up threat hunting and better understand malware TTPs and trends.

Maltego
Maltego is a comprehensive tool for graphical link analyses that offers real-time
data mining and information gathering, as well as the representation of this
information on a node-based graph, making patterns and multiple order
connections between said information easily identifiable. With Maltego, you can
easily mine data from dispersed sources, automatically merge matching
information in one graph, and visually map it to explore your data landscape.
Maltego offers the ability to easily connect data and functionalities from diverse
sources using Transforms. Via the Transform Hub, you can connect data from
over 30 data partners like Cybersixgill, a variety of open source intelligence
(OSINT) as well as your own data. Our different Desktop Client editions, data
sources, and deployment options enable you to tailor Maltego to your specific
needs in terms of data access, functionalities, and security requirements.

▪ Data leaks
▪ Third-party monitoring
▪ Fraud management (root-

cause analysis)
▪ Enrich endpoint
protection (IOCs)
▪ Terror investigations
▪ Detect zero-day malware

Integration Benefits
By integrating Cybersixgill’s algorithm and data with Maltego, users harness an unparalleled collection from the deep,
dark web, to elevate Maltego’s graphical link analysis. Cybersecurity teams including threat intel, SOC analysts and
incident response teams will be able to accelerate their investigations, obtain a visual understanding of the threat
landscape, and gain crucial actionable insights. Cybersixgill enables you to:
•
•

Receive early warnings of new threats as they develop on the dark web, before they are deployed in the wild
Conduct deep analysis of malware available for download on the deep and dark web

How to Access Cybersixgill Data in Maltego
Enterprise Data Allowance
Maltego Enterprise users can directly install the Cybersixgill Hub item and run 10 Cybersixgill Transforms per month.

Bring Your Own Key
If you are an existing Cybersixgill customer, reach out to your contact person at Cybersixgill to gain access to the Hub
item. If you are not yet a Cybersixgill customer but want to access the full solution, please reach out to Maltego.

Data Bundles
Purchase a Maltego Cybersixgill data
bundle in our web-shop on a flexible
subscription.
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For more information, visit: www.cybersixgill.com

Learn more about how we can empower your
investigations at www.maltego.com
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